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Abstract. This workshop addresses topics of increasing importance in the
emerging area of the Internet of Things (IoT): privacy, trust and related
interaction concepts. The aim of the workshop is to bring together experts from
different areas to cover the complexity of the questions involved and to provide
a forum for developing new ideas on how to address the major challenges in the
field considering both a scientific and an industrial viewpoint. The workshop
targets to identify pressing questions and to develop a research agenda for
trusted and privacy-respecting computing in the IoT. Special attention within
the workshop is given on whether and how experiences with privacy and trust
from related areas can be applied to the IoT, where existing conceptualizations
need to be extended or modified and where radically new concepts are required.

The Internet of Things (IoT) is an umbrella term covering a number of different base
technologies aimed at linking physical objects and their virtual representation with the
goal to utilize this link for improved service and interaction concepts [3]. The IoT
approach combines concepts and paradigms informed by Ambient Intelligence, Ubi-
quitous Computing, Sensor Networks, Grid Computing, etc. Even though the IoT is
still a vision and far from being a reality, more and more aspects of it become already
tangible. For example, objects are equipped on large scale with RFID-tags for logis-
tics purposes, formerly stand-alone devices become connected to the net and the
"smart home" knows where a user left his glasses.

Looking a little closer into potential effects and implications of such scenarios it
becomes immediately evident that there are serious privacy, trust and related interac-
tion issues that need to be addressed to allow taking full advantage of the potentials of
the IoT. For example, being able to find a specific book within your library at once is
a nice feature. However, providing others the possibility to know, analyze and interp-
ret when you were reading which book might be far less desirable.

Privacy issues have been researched in many related areas e.g. [3][4][5]. In the IoT
however new sets of potentially sensitive data becomes available through profiling of
"things", and questions regarding what this data is telling about the user and who
should be allowed to see and use this information have to be raised. The key issue is
“how one is being read (and interpreted in a possibly mismatching context) by some-
one else” [4]. Another new dimension of privacy aspects in the internet of things is
the vast amount of objects and data that has to be dealt with. Whereas the related ubi-
comp scenarios typically only deal with selected subsets of actions and dedicated
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devices in the IoT literally everything in the users environment needs to be considered
with regard to privacy aspects. Due to the amount and hiddenness of information new
dimensions of complexity in the formulation of privacy concepts, the engineering of
privacy policies, and the management of information privacy emerge. Research has
shown that the information on social networking sites has the potential for severe
consequences, and that users have difficulties to correctly understand possible long-
term effects of their behavior [1]. Even more severe problems have to be expected for
a wide-scale application of IoT-concepts.

Closely related to these privacy issues is the question on how a basic level of trust
can be supported and achieved within the I0T. Little is known on how models of trust
that are formed both in interaction in human society and in the context of desktop
computing can be transformed towards the IoT, which specific difficulties, miscon-
ceptions and challenges might arise, and how they can be accounted for from a design
perspective. Currently, trust is often anchored in a strictly technological context,
which is easily misinterpreted by humans and miscommunicated by system vendors
and owners. Therefore we want to further develop the understanding of relevant fac-
tors for the perception and formation of trust in the context of the IoT.

Another specifically challenging aspect of the IoT is that only very limited feed-
back and interaction possibilities are available to communicate the current status of
the system and the data exchange. Due to the pervasive and ubiquitous nature of the
everyday objects they only can be enhanced with little information bits, thereby mak-
ing it extremely challenging to communicate complex patterns of data transmission
and privacy status. The typical communication bandwidth of an object within the IoT
might be one bit: on or off, possibly displayed by use of a LED or similar means.
Here the question is how much (status) information regarding privacy issues can be
communicated with such restricted possibilities, and what other means to keep user
informed and aware of what's going on can be utilized in the IoT context.

In detail the workshop addresses the following questions and objectives: What are
the main (new) privacy challenges arising from the IoT-concept? How do existing
solutions for privacy scale within the IoT? What are the mental models of trust that
users form with regard to the IoT? Which metaphors can be used to support users in
developing helpful and reality-conform mental models in IoT-settings? Which (sim-
ple) interaction mechanisms and concepts are suited best for providing feedback in
the IoT? What supporting measures and mechanisms are available to help users to
form a proper understanding of the IoT?
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